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Abstract—In this paper, the problem of simultaneously gener-
ating multiple keys in a model where the key generating parties
have restricted access to public discussions is considered. This
model is a cascade of a source model and a channel model.
It consists of four terminals, i.e., Alice, Bob, Carol and Eve.
Alice and Bob are connected via a noiseless channel while Bob
connects with Carol and Eve via a wiretap channel. There is no
direct link connecting Alice with Carol or Eve, hence Carol and
Eve do not have direct access to the discussion between Alice
and Bob. Alice wishes to share a secret key with Carol while
Bob wishes to share another independent secret key with Carol.
This model incorporates many classical models as special cases,
and we provide inner and outer bounds on the corresponding
secret-key capacity region. And under some important special
cases where certain Markov chain relationships hold, we provide
inner and outer bounds that match, thus fully characterize the
secret-key capacity region.

Index Terms—Correlated sources, multiple key generation,
public discussion, source-channel model, wiretap channel.

I. INTRODUCTION

Enabling multiple terminals to generate a common secret
key plays an important role in information-theoretic security
[2]-[6]. Recently, as an important and natural extension,
the problem of simultaneously generating multiple keys has
received considerable attention [7]-[11].

The paradigm of secret key generation via public discussion
is typically investigated either from a source or a channel
perspective [12]-[18]. Under the source model, the legitimate
terminals have access to correlated random sequences, based
on which they are able to share a secret key via exchang-
ing messages over a public noiseless channel that is fully
accessible to an eavesdropper [2], [3], [5], [6]. While under
the channel model, the legitimate terminals typically have no
access to correlated random sequences, but they can exploit
differences in channel statistics to generate a secret key [4],
[19]-[21].
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In addition, it is commonly assumed in most of the existing
works on key generation that the public discussion is acces-
sible to all terminals. This assumption simplifies the model
and facilitates the derivation of exact key capacity results.
However, in practice, this assumption may not always be valid.
For example, in key generation for wireless networks [16],
[22], [23], the public discussion needs to be carried out through
wireless channels. Hence, users that are far away from the
transmitter may not be able to receive the public discussion
directly.

In our recent works [24] and [25], we made an initial
attempt to understand the key generation problem in a joint
source-channel model without the above-mentioned assump-
tion. In the considered model therein, there are three legitimate
terminals (say Alice, Bob and Carol), where Alice and Bob
are connected via a noiseless link. Bob and Carol, on the other
hand, are connected via a wiretap channel in the presence of
an eavesdropper Eve. There is no direct link between Alice
and Carol, thus the discussion between Alice and Bob is not
accessible to Carol. But we assumed Eve could observe the
messages exchanged over the noiseless link for the sake of
strong secrecy. In this model, Alice and Bob would like to
share two individual secret keys with Carol, and we provided
a single-letter characterization of the corresponding secret-key
capacity region.

However, there are many practical scenarios in which it is
practically very difficult for Eve to overhear the discussion
over the noiseless link between Alice and Bob (e.g., a fiber
optical cable). Thus, in this paper we make a nontrivial
extension to the model considered in [24] and [25] by further
restricting Eve to not having access to the discussion channel
between Alice and Bob. More specifically, Alice and Bob wish
to agree with Carol on two individual secret keys. Alice and
Bob are connected via a noiseless channel while Bob connects
with Carol in the presence of Eve via a wiretap channel. There
is no direct link connecting Alice with Carol or Eve, hence
Carol and Eve do not have direct access to the discussion
between Alice and Bob. Under this model, we investigate the
corresponding secret-key capacity region of these two keys.

To facilitate understanding, we first study the case when Eve
has no side information, and we provided both an inner and an
outer bounds on the secret-key capacity region. We show that
these two bounds match if a certain Markov chain relationship
holds. Compared with the result obtained in [25], the capacity
region is enlarged. This is mainly due to the fact that Eve
cannot observe the discussion between Alice and Bob. We
design a scheme to show that Alice is able to transfer partial



secret key information to Bob. Utilizing this secret information
from Alice, Bob is able to generate a key at a larger rate. In
other words, the rate of the key shared by Bob and Carol can
be increased by partially sacrificing the rate of the key shared
by Alice and Carol. We then consider the more general case
in which Eve has side information, and also provide inner and
outer bounds on the corresponding secret-key capacity region.
For the important special case that the sources and channels
fulfill two specific Markov chain conditions, we refine these
two bounds and fully characterize the corresponding capacity
region.

As mentioned above, this paper is related to two of our
recent works [1], [25]. [1] is a conference version of this paper:
it presents the results of the special case when Eve has no side
information. We extend the results in [1] by adding the results
of the more general and interesting case where Eve has side
information in this journal version. Furthermore, the model
studied in this paper is related to the model considered in
[25]. The main difference is that, in this paper, we assume that
Eve can only observe the output of the wiretap channel, while
Eve is also allowed to have access to the public discussion
between Alice and Bob in [25]. This model difference makes
the problem considered in this paper different from and
significantly more challenging than the problem considered
in [25].

The remainder of the paper is organized as follows. The
problem setup is described in Section II. In Section III, we
present our main results while the corresponding proofs are
provided in Appendices. Finally, we offer our concluding
remarks in Section IV.

II. PROBLEM SETUP

Two terminals, Alice and Bob wish to share with terminal
Carol two independent secret keys K3 and K5. K; is required
to be secure from Bob while K5 has to be secure from
Alice. Furthermore, (K7, K2) needs to be kept confidential
from an eavesdropper Eve. Alice and Bob are connected via
a noiseless channel while Bob is connected with Carol via a
wiretap channel in the presence of Eve. The wiretap channel
is modeled as Py 7 x (Y, Z|X), where X', and Z denote
the channel input and output alphabets. However, there are no
direct links between Alice, Carol, and Eve. The system model
is illustrated in Fig. 1.

The link between Alice and Bob is two-way, and they
are allowed to exchange messages over it. The assumption
that there is no direct link between Alice, Carol and Eve
above means that Carol and Eve do not have access to
the discussion occurred between Alice and Bob. This is the
main difference between our work and the existing work that
assume every party has access to the discussion. On the other
hand, the wiretap channel between Bob and Carol is one-
way. Since Eve can only observe the output of the wiretap
channel, the messages exchanged over the noiseless link are
secure from Eve. Alice, Carol and Eve are assumed to have
access to correlated sequences UY, VY and W in advance,
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Fig. 1. System model.

and (UN, VN W) are generated according to a given joint
probability mass function

N
PUNVNWN (UN7 ’UN7 wN) = H PUVW(Ui7 Vi, wi),
i=1
where U,V and W take values from the alphabets {/,) and
W, respectively.

At the beginning of communication, Alice generates local
randomness F4 and Bob generates Fp. Then, Alice and
Bob take turns to exchange messages with each other. The
transmitted messages from Alice are functions of UV, F4 and
all previously received messages from Bob (when starting the
communication it is @), and the transmitted messages from
Bob are generated in a similar manner. After the discussion
between Alice and Bob ends, Bob transmits a sequence X"
over the wiretap channel that is a function of F and F'p, where
F summarizes all the messages exchanged between Alice and
Bob. On the other hand, at the end of the discussion Alice
computes K; as a function of (UN, F4,F), Bob generates
K, as a function of (Fz,F) and Carol generates two keys
K} and K} as functions of (Y, V).

(D

Definition 1. A rate-pair (R1, R3) is said to be achievable if
Sfor any given € > 0 there exists an n(e) € IN such that for all
n > n(e) there exists a scheme that fulfills

Pr{K;# K} <e, i=12, (2)
1

gI(KhFBvF) S €, (3)
1

—I(K; UN,Fa,F) <k, 4)
1

—I(Ky, Ko; Z", W) <, )
n

1 1

n n

1 1

gH(Kl) > Ry —, ﬁH(Kg) > Ry — €. @)

Here, (2) indicates that the keys generated at the corre-
sponding key sharing parties should be the same with high
probability. Furthermore, (3) means that the generated key K
is secure from Bob, (4) implies that the generated key K is
secure from Alice and K; and K, are independent, and (5)
implies that (K7, K5) should be jointly secure from Eve. In
addition, (6) requires that the generated keys should be nearly



uniformly distributed, and (7) indicates that R; and R, are
two achievable key rates of K; and K5, respectively.

Definition 2. The secret-key capacity region C is defined as
C 2 {(R1,Rs) € R% | (R, Ry)is achievable},

and
Ci142 sup Ry, Cu 2
(Rl,Rz)GC

sup Rs.

(Rl,RQ)GC
In the following, our goal is to find a single-letter charac-
terization of the secret-key capacity C.

III. MAIN RESULTS

In this section, we first focus on the case when Eve
has no side information, i.e. YW = (). Then, we consider
the case when Eve has side information. In both cases, we
provide corresponding inner and outer bounds on the secret-
key capacity region. In the case with no side information, we
show that the inner bound and the outer bound match if a
certain Markov chain condition holds; and in the case with side
information, we refine the obtained outer bound, providing a
matching characterization on the capacity region if two certain
Markov chain conditions hold. For notational convenience, we
let 3% n/N.

A. No Side Information at Eve

For auxiliary random variables S7,S52 and 75 satisfying
S1—=U—=Vand Ty — Sy — X — (Y, Z), we define

RS(Ps, v, Pryys, Ps,x) = {(Rth) €R2 :
R, < %I<SI§V)7 ®)
1
Ry < I(S%Y) — B[I(Sl;U) —I(S;; V)],
1
Rit RS 5 1(S1; VI 1(S3: Y [To)~1(S5: Z115)] +}.(10)

©))

Note that (9) implies that [I(S1;U) —I(S1; V)] < BI(S2;Y).
In addition, we define

R5(Ps, v, Px) £ {(Rl,RQ) € Ri :

R, < %I(Sl;v), an
Ry < I(X:Y) - %U(Sl;w IS5V, (2)
R+ Ry < %I(sl;V) +IXGY2)) 0y

In this case, we denote the secret-key capacity region by C°,
and CY and C¢ are denoted in a similar manner. Then, we
have the following result.

Theorem 1. R{(Ps, |, Pr,|s, Ps,x) is an achievable secret-
key rate region, and an inner bound on C° is given by

Rion: U R?(PS1|U’PT2\SQPS2X)'

Ps, v, Pry)s,Psy x

(14)

Proof: (Outline) We will generate 2NU/(S1:U)+e) ge.
quences UN at Alice’s side, and ask Bob to use partial
sequence of X™ to convey Alice’s message to Carol, so
that Carol can share a common secret randomness of rate
I(S1; V) —e, with Alice. Then, Alice splits the common secret
randomness into two parts: one as the secret key K, and the
other one is released to Bob so that Bob can use it to generate
a key with rate larger than I(So;Y|Th) — I(Se; Z|Ts) — e,
with Carol (note that I(S2;Y|T) — I(S2; Z|T2) — € is the
largest rate Bob can share with Carol if no secret randomness
is provided to Bob, given PT2| s, Ps, x). Meanwhile, Bob will
use a distillation method so that the generated key K is also
independent with the secret randomness provided by Alice.
For detailed proof, please refer to Appendix A. [ ]

Theorem 1 implies that

L
B

C§ > max [I(S1;U) —I(S1; V)],
Pgiu»

Pry|sePsaX

1
LSV 1(S2 YD) — I(S; ZIT5)}. (15)

min {I(SQ;Y)

The right-hand side of (15) is larger than glax{l (S2;Y) —
So X

1(S2; Z)}, which is obvious by setting Sy — 0 and Ty = 0.
This result indicates that the existence of (UY, V) indeed
helps Bob in increasing the rate of K, which is in contrast to
[24, Cor. 2]. The main reason is that, in the model considered
in this paper, Eve cannot observe the discussion between Alice
and Bob, and hence Alice can send partial information of U N
to Bob, which Bob can use to further confuse Eve and increase
the key rate of Ko.

Theorem 2. An outer bound on C° is given by

gut: U RS(PS1|U7PX)'

Ps,u,Px

(16)

And if the wiretap channel is degraded (i.e., X —'Y — Z
forms a Markov chain in that order), C° is given by

= |J R8(Ps,u, Px).
Ps,\u,Px

a7)

Proof: The proof of the first part (16) is postponed to
Appendix B. Here, we only show the second part, i.e., the
proof of (17).

It suffices to show that
RS(Ps, v, Px) is achievable
X—=>Y = Z

By setting S; = X and T3
equivalent to (9), and

I(So; Y|Ty) — I1(S2; Z|Tz)

given any (Pg, v, Px),
under the Markov chain

= (), we have that (12) is

I(X;Y) - I(X;2)
I(X;Y|Z),

which indicates that (10) and (13) are equivalent. Thus
RS (Puu, Px) = R (Puu, Px),

and R(f(PMW,PX) is achievable according to Theorem 1.
This completes the proof of the second part. [ ]



From Theorem 2, we can conclude that C¥ is upper-bounded
by

C3 < max min{
Ps, v, Px

| =

I(S,; V) + I(X;Y|2),
1

I0XGY) = SI(81:0) — 1(Si:V)]} (18)

B8
in general. We have the following corollary.

Corollary 1. If the wiretap channel between Bob, Carol and
Eve is degraded (i.e., X —Y — Z), then

1
CS= max min{fIS;V FI(X:Y|2),
g max, min { 31(557) +10:Y12)

I(X;Y) - %[I(Sl; U) — 1(51;V)]}. (19)

Furthermore, taking both Theorems 1 and 2 into consider-
ation, we have the following corollary.

Corollary 2.

o __ 1 .
o7 = sty BI(SI’ V)
s.t. I(S1;U) —I(S1;V) grr}gaxﬁl(X;Y). (20)
X

Corollary 2 shows that if we only focus on K, the channel
between Alice and Carol can be viewed as a noiseless channel
with rate constraint R = max BI(X;Y), in which case the

X
result is consistent with [24, Cor. 1].

B. Eve Has Side Information

In this subsection, we consider the more general case when
Eve has side information that is correlated with U~ and V",
ie., W#0.

For auxiliary random variables S7, 77, .52 and T5 satisfying
Th =S —>U— (V,IW)and Ty, — Sy — X — (Y, Z), we
define

Ri(Pryjs, Ps, v, Pryjs, Ps,x) £ {(R1,R2) €R2:

Ry < %I(Sl; V), 21
R < SlI(S50) = 1(55W) 22)
Re < 1(85Y) = 3[I(S5:0) ~ 1S5V, (23)
R1+R2§%[I(Sl; VITy) — ISy W|TL)]*

+[1(82: YITo)~1(5: 21T2)] T} 24)

and
Ra(Pryis, Ps,v: Px) £ {(RuRa) eRY:

1
Ry < —1I(51;V),

25
3 25)
Ri < %H(UIW), (26)
Ry < I(X;Y) — %[1(51; U)— I(Sy: V)], (27)
1
R1 +R2 [I(Sl;V|Tl)*I(Sl;W‘T1)]+

S —
B
+I(X;Y|Z)}. (28)

Then, we have the following result.

Theorem 3. Ry (Pr, s, Ps,|v, Pr,s, Ps,x) is an achievable
secret-key rate region, and an inner bound on C is given by

Rin = U R1(Pr,s, Ps, v Pry|s, Ps,x)-

Pryisi Psylue
Pry 15, Psyx

(29)

Proof: (Outline) The main idea to design a coding scheme
to show the validity of this inner bound follows that in the
proof of Theorem 1. That is, Alice sends out two messages to
Bob, one is intended for Carol so that she can use it to decode
the sequence SiV, and the other one serves as transfering
partial secret-key information of K; to Bob. Then, Bob uses
a short sequence S5 to convey the message from Alice to
Carol and utilizes another sequence S5?2, where n = ny + no,
so that Alice and Bob can share certain common randomnesses
with Carol. Finally, Alice, Bob and Carol will distill keys from
these randomnesses. Detailed proof is provided in Appendix
C. [ |

We note that, from Corollary 2, the wiretap channel between
Bob and Carol acts as a noiseless relay with rate constraint
R = max I(X;Y) to Alice and Carol in the case of W = ().

And cor);lpared with that of the real noiseless channel with the
same rate constraint, the existence of this relay does not help
in increasing the key capacity of K. However, the situation
is different in the case of W # (. In this case, we can see,
from Theorem 3, that

(1 1
max min {I(Sl; V), 3

Pryis; Psy v 5
Pry1s,Psox

C > [1(S1;U) = 1(S1; W),

(S0 VIT)~(81: WIT L+ [1(S2: Y Ta)-1(52: 2172)] )

S

st. I(S1;U) = I(S1;V) < BI(S;Y),

which is larger than that in [6]:

max
Pr, s, Ps,|v.Px

%[1(51; VIT)) — 1(S1; W|T)]

Thus, we can conclude that the wiretap channel indeed helps
in increasing the key capacity of K. Furthermore, we can
also obtain a similar lower bound on C5 as that in (15).



Theorem 4. An outer bound on C is given by

Rout = U  RePris,Ps,v.Px).  (30)
Pr, s, Psy|u:Px
Proof: Please refer to Appendix D for details. ]

The above inner bound R;, and the outer bound R,y do
not match in general, but under the conditions that the wiretap
channel is degraded and that U — V — W, the outer bound
Roui can be refined to match the inner bound R;,,.

Theorem 5. If the wiretap channel is degraded (i.e., X —
Y — Z) and the Markov chain condition U — V — W
holds, we have that

c= U RPsw, Px), (31)
Ps,\u,Px
where R(Ps, v, Px) is defined as
R(Ps, v, Px) £ {(Rth) €R :

Ry < 5155 V) (32)
1

ngﬁ[l—(sl,U)—I(Sl,Wﬂ (33)

Re S10GY) = SIS50) - 1S5Vl G4

Rt Ry 5 {1(S1:V) = (S5 W) + 1(X: V12139

Proof: Please refer to Appendix E for details. ]
Intuitively, given an auxiliary random variable S;, (32)
reflects the upper bound on the rate of K that can be made
secure from Bob, and (33) represents the bound due to that K
is required to be confidential from Eve. The bound defined in
(34) indicates that with the assistance of Alice, the key rate of
K, can be potentially enlarged (note that if there is no Alice,
the key capacity is maxp, I(X;Y|Z) [3]), but in order to
use the information contained in S;, Bob needs to partially
sacrifice information in X to convey the information of Sj to
Carol. And (35) reflects that fact that both K; and K5 should
be kept secure from Eve.
Furthermore, under the conditions X — Y — Z and U —
V' — W, we can also obtain single-letter characterizations of
C and Cy (see Theorem 5).

Corollary 3. If the wiretap channel is degraded (i.e., X —
Y > Z)and U —V — W holds, we have that

! 1
1
51(51;V|W)+I(X;Y|Z)}
s.1. I(Sl,U)—I(Sl,V)Sﬁ](X7Y)
and
1
Cp = in { I(X;Y) — —I(S;;U[V),
= e, min {16Y) - 51S501)

1
BI(Sl;V|W) +I(X;YZ)}.

If we only care about C1, the noisy channel can be taken as a
noiseless channel with rate constraint R < I(X;Y"). However,
compared with the forward capacity in the noiseless channel
with rate constraint [6]:

1

max —1(S1; V|W),

pax 5 (S VIW)

1

s.t. B[I(Sl;U)—I(Sl;V)} <I(X;Y),

C1 is increased, which is due to the fact that with the help
from Bob, the message transmitted over the noisy channel
is partially masked, thus Eve only observes partial public
discussion from Alice to Carol. On the other hand, if we only
care about C, it is also enlarged, compared with the case
without help from Alice: maxp, I(X;Y|Z), the reason is that
Bob can utilize the information from Alice to further confuse
Eve.

IV. CONCLUSION

We have considered a new variation of the problem of
simultaneously generating multiple secret keys with restricted
public discussion and have compared the obtained results with
related results known from the literature. More specifically,
we have first studied the case in which an eavesdropper has
no side information and provided both inner and outer bounds
on the corresponding key capacity region. The inner and outer
bounds coincide if the wiretap channel is physically degraded.
Then, we have considered the more general case in which the
eavesdropper has side information and also provided single-
letter inner and outer bounds on the key capacity region.
Finally, these bounds were refined in such a way that under the
assumption certain Markov chain conditions are fulfilled lead
to a full characterization of the secret-key capacity region.

APPENDIX A
PROOF OF THEOREM 1

For the convenience of presentation, we assume 15 = ()
since the case with To # () is straight forward following
a similar scheme as follows. Thus, we show that given
(Ps, v, Ps,x), for any (Ri, Ry) € RY(Ps, v, Ps,x) there
exists a scheme such that (R;, Ry) is achievable. Towards this
end, we propose a novel key generation scheme. For simplicity
of notation, we assume 3 = 1, i.e. N = n. It suffices to show
that the pair (Ry, min{I(Sa;Y) — I(S; Z) + Ry, 1(S2;Y) —
I(Sl,U) +I(51,V)} — 6) with R; + Ry = I(Sl,V) —€is
achievable.

The novel scheme consists of two phases: Key Agreement
and Key Distillation.

Phase I: Key Agreement.

Codebook generation: Codebook at Alice C,. Given
P,y Pyy, randomly and independently generate onfo ge-
quences S}, according to []"_; Ps, (51;), and randomly assign
to each sequence three indices (f,1,¢2) with f € [1 :
2nRoo) ¢y € [1: 280 ¢, € [1: 27F02] being independently



and uniformly distributed. Here, for some arbitrarily small
e > 0, we set

ROZI(Sl;U)+6, RQOZI(Sl;U)—I(Sl;V)+26,
Ro1 + Ro2 = Ry — Roo = I(S1;V) —e.

Codebook at Bob Cp. Split the number n as summation of
ny + ng with ny = nRoo/R1o. Given Ps,x Py z|x, first ran-
domly and independently generate 2"1%10 sequences S5*, ac-
cording to [, Ps,(S2;), and randomly assign each sequence
an index pair (fi, fo) with f; € [1 : 2mBu] and fo € [1 :
2m1faz2] peing independently and uniformly distributed. Then,
randomly and independently generate 272 ft10+n o1 sequences
S52, according to %, Ps,(S2;), and randomly assign each
sequence three indices (¢1,¢,%) with ¢ € [1 : 2n2fu]
and ¢ € [1 : 2"2F12] being independently and uniformly
distributed. Here,

Rig=1(52Y)—¢€, Ri1 =1(52;Y)—1(S2;7) — 2,
R12 = R10 — Ru = I(SQ;Z) + €.

We use S7(f,¢1,-) to denote the bin of all ST sequences
with the same index (f,¢1), and use similar notation for
the other sequences, e.g., SSL '(f1,-). Due to the fact that the
cardinality of the set of indices (f1, f2) equals that of the set
of indices f, we can define a bijective mapping between f and
(f1, f2). Without loss of generality, we assume f = (f1, f2).
Encoding: Having observed U™, Alice looks into C4, and
tries to find a sequence ST that is jointly typical according
to Pg,y. If there are more than one such sequence, randomly
select one of them; if there is no such sequence, randomly
select one sequence ST from all possible sequences. Then,
Alice transmits the indices (f(S7), #1(S7)) to Bob.

Upon receiving (f, 1), Bob looks into Cp, selecting the
sequence S5 (f1, f2), and randomly and uniformly selects
S5% within S32(¢1, -, -). Finally, Bob transmits the sequence
S5 = (83", 857) over the channel Py g, Py z|x-

Decoding: Upon receiving Y = (Y™,Y"2), Carol first
looks into Cp and tries to decode 5’;‘ ' from Y™ by looking
for a sequence that is jointly typical with respect to Pg,y.
After decoding 5’3 !, Carol looks into C4, trying to decode
a sequence S7, within SJ(f(S51)), that is jointly typical
with V™ according to Ps,y. Finally, with the obtained index
$1(S7), Carol decodes S32 from Y™ by looking for a
sequence that is jointly typical with Y2 according to Pg,y.
Among the above three decoding steps, if there is no or more
than one jointly typical sequence in any step, declare an error.

Phase II: Key Distillation. Set Ry3 = min{/(S2;Y) —
1(S2;Z) + Ro1 — 46,1(S2;Y) — I(S1;U) + I(S1;V) —
4e}. Randomly and independently assign all possible indices
(f1,01,9,7) to 27F13 bins which are indexed by 6. Set

K1 = ¢2(S}), K| = ¢2(S7);
Ky = 0(f1(57), 61(55), 9(55). (55)),
K} = 0(f1(S7), 61(S%), 0(S),9(55)).

Analysis of error probability: According to the Channel
Coding Theorem [26], we conclude that Carol can correctly

decode S5+ with a probability larger than 1 —¢/3. Then, with
the decoded index f(S5'), Carol can use (f, V") to decode
S7 correctly with a probability larger than 1 — ¢/3, which
follows from the Slepian-Wolf Theorem. Finally, Carol can
use the obtained index ¢1(S7) to locate bin S52(¢1,-, ) and
decode S5? correctly from Y™2 with a probability larger than
1 —€/3. Thus, the total probability of decoding error is upper
bounded by e.

Analysis of key rates: According to the codebook construc-
tion, we have that (o9, f1, ¢1, @, ¢) are independent. Thus, we
easily obtain

Ry = Rg2, Ry = Ry3.

Analysis of secrecy: Since (f,¢1) is the only randomness
shared by Alice and Bob, and

I(Kq; f,01) = L(2; f, 1) < ne,

K is secure from Bob.
To verify that K5 is secure from Alice, we first have

I(Ka; £, 1) = 1(0; f1, f2, 1) = 1(0; f1, 1)
= H(0) — H(0|f1,61).
Since (f1,¢1,¢,1) are independent and they are uniformly
and independently assigned to |f| bins, we can show that
H(G\fl, ¢1> 2 H(@) — ne
as long as |¢||| > |0|. Since
log [p||¢| = na Ry + naRia = naRig

= (n — nl)Rlo = ano — ’I”LROO
=n[l(S9;Y) = I(S1;U) + 1(S1; V) — 3¢
> log |6,
we have I(Ko; f, ¢1) < ne.
Now, in order to bound I(K7, K2; Z™), consider
(K1, Ko Z™) = 1(Ko; Z™) + I(K1; Z™| K3)
<10, Z") + 1(¢2; f,01) < I(6;Z7") + ne
=H(9)— H(O|Z") + ne.
We can also verify that H(0|Z™) > H(6) — ne as long as
H(f1,¢1,9,0|Z™) > nRy3. Note that

H(f1a¢13907w|Zn) = H(flaS;L2|Zn)

= H((|Z") + H(53%|2", f1)

= H(f1|2™) + H(55%[2"™).
Since in each bin SJ'(fy,-) there are 2m1(/(52:2)+n€) ge.
quences S5, there exists at least one sequence S5' that is
jointly typical with Z™' in bin S3*(f1,-) with high prob-
ability. Thus, we obtain H(f1|Z™) > niR11 — nie. Fur-
thermore, since there are 2"2fo+nFoi randomly generated
S5? sequences, the average number of those sequences that
are jointly typical with Z"2 is 272fotnRor—n21(52:2) Ag g
consequence, we obtain

H(S52|2") > na Ry +nRo1 — n2l(S2; Z) — nae
=noR11 + nRo1.



Hence, we have

H(f1,¢61,0,%|Z") > ni1Ri1 — nie + naRiy + nRoy
n(I(SQ, Y) — I(SQ; Z) + Ro1 — 36) > Ry3
which implies (K7, K2; Z™) < 2¢ as desired.
APPENDIX B
PROOF OF THEOREM 2

It suffices to show that any achievable pair (Ri, R2) is
included in R3(Ps, |7, Px), for some (Pg, |7, Px).
First, we have
H(Ky) = HE[Y",VN) + I(Ky; Y™, V)
< I(K;; Y™, VYY) 4 ne
=I(K;Y™) + I(K;; VN Y™) + ne

INE

I(K;F) + I(K; VN [Y™) 4 ne

IN

N
Z (Ky; Vi)Y™, V™Y 4 2ne

I(Ky, Ko, U, VL Y™ Vi) + 2ne

Mzu

1

.
Il

(Sh, ) + 2ne

[vj =

o
I

2 =

B 1
Zﬁ (S10; Vo|Q = 1) + 2ne

I(S1; V) + 2ne, (36)

in which SM = (Kl,KQ, Z+1,V’L 1 Yn) Sl = (SlQ,Q),
and ( is an independent random variable uniformly distributed
over [1 : N]. Note that (a) follows from the condition U~ —
F — (Y™, Z™). Thus, it follows that S; — U — V.
Second, we have
H(K,)+ H(K>)
= H(K1, K3)
= H(Ky, Ko|Y™, VN) + I(Ky, Ko; Y™, V)
< I(K1, Ko Y™, V) + ne
<I(Ky, Ko Y™) + I(K1, Ko; VN|Y™) +ne. (37)
For the first term on the right-hand side of (37), it follows that
I(Kl, KQ, Yn) < [(KL KQ; Yn) — I(Kl, KQ; Zn) —|— 27’L6
< I(Ky, K; Y™, Z™) — I(Ky, Koy Z™) + 2ne
(Kl, KQ; Yn|zn) + 2ne
§ I(X™ Y™ Z") 4 2ne
< Z [H(Yﬂyi—lzn) _

<Z
<Z

= nI(X;Y|Z) + 2ne,

H(}/;|Xnyz—1zn)]

(Yi|Z;) — H(Y;| XY~ Z™)]

(YilZi) — H(Yi| XiZ)]

(38)

where (a) is true due to

(Xnayiilaziilazgll) -
(Xn’Yi—l’Zn) _

=

Xi —
—Y;.

(Yi, Z;)
(X, Z;)

Moreover, the second term of (37) can be bounded as

I(Kq, Ko VNY™)

o
Il

IN
=11

Thus,

1
Ri+ R <I(X;Y|Z)+ BI(Sl;

Furthermore, we have

I
NE

I(Ky, Ko V[V Y™
1

I(Ky, Ko, VL Y™ UN V)

(S1; V). (39

V) + 4e.

oy, ym — vy, ym
<I(F;Y™) - 1(VN vm)
= I(F;Y", Ka) — I(F; Ko|Y") — I(VY;Y™)
< I(F;Y"|Ky) — I(F; Ko|Y™) — I(VN:Y™) 4+ ne
=I(F, K, Y") = I(Ko; Y") — I(F; Ko|Y™)
—I(VN;Y™) 4 ne
=I(F,Kp;Y"™) —I(F,Y"; K3) — I(VY;Y™) + ne

(a)

< I(F,Ko; Y™) — I(VN Y™ K))
I(VN Y™ Ky) + ne
H(K3) + 2ne

= I(F, Ky Y"|[VY) —
< I(F, Ky Y"[VN) —

=Y I(F, Ky Y;[y' = vN) -

i=1

<Y IR K, YL VYY) -

=1

SiI(Xi;Yi)*

— nI(X;Y) —

in which (a) follows from

H(KQ) + 2ne,

—I(VN;Y™) + ne

H(K3) + 2ne

H(KQ) —+ 2TL6

H(Kg) —+ 2716

(40)

VN S F, Ky > Y™

{ VN S F 5 K,

=
=

VN S F 5 Y K,
VNY" S F,Y" - K.

(41)



On the other hand,

1o y™) —1(vy;ym)
=I(UN;Y", K\, Ky) — I(VV; Y™ K|, Ky)
—I(UN; Ky, Ko|Y™) + T1(VY; Ky, Ko[Y™)
= I(UN;Y", K, Ky) — (VY Y™ K, Ky)
+H(K,, K |Y™,UN) — H(K, K|Y™, VY)
>I(UN; Y™ K, Ky) — I(VY, Y™ K, Ky) — ne

S (10 K Ko DU, VY

i=1

—I(Y",Kl,Kz;mUﬁl,vi—l)) .

N
= Z (I(an Ky, Ky, U, VhUy)
i=1

7

fI(Y",Kl,KQ,U-JL,Vi’l;Vi)) — ne

= ﬁ:l(slﬁ Us) — 1(S14; Vi) — ne
= }\72](51; U) —1(S1;V)) — ne. (42)
Thus, we have

I(S1;U) = I(S1; V) + BR: < BI(X;Y) + 3e.

As € can be chosen arbitrarily small, this concludes the proof.

APPENDIX C
PROOF OF THEOREM 3

As the proof follows allong similar lines as that of Theorem
1, we only provide the codebook construction. Without loss
of generality, we assume I(S2;Y|Tz) — I(S2;Z|Tz) > 0,

I(Sy;VITy) — I(S;W[Ty) > 0 and g = 1,
ie. N = n. Then, it is equivalent to proving
that  given (Pry1s, Ps, v Pry)s, Ps,x)s for  any
(R1, R2) S Rl(PT1|51P5’1\U7PTg\SQPSQX) there
exists a scheme such that (R;,R) is achievable.
S~€t Rs = HIID{I(SQ,YlTQ) — I(SQ,Z|TQ) +
Rl,I(SQ;Y) - [(Sl,U> + I(Sl;V)7I(Sl;V|T1) —

I(Sl;W|T1)~—|- I(SQ;Y|T2) - I(SQ;Z|T2) - Rl} — 4e
with Ry + Ry = min{I(S1;V),I1(S1;U) — I(S1; W)} — ¢,
it suffices to show that the pair (Ry, Rz) is achievable. The
scheme consists of two phases: Key Agreement and Key
Distillation.
Phase I: Key Agreement.

Codebook generation: Codebook at Alice C,. Given
Pr, |5, Ps, |y Puv, randomly and independently generate 2nfto
sequences 77" according to [], Pr, (T1;), which are indexed
by (f17f2) with fl S []. : 2nR01] and f2 S [1 : 2nR02].
For each 77", randomly and independently generate 27%o3
sequences ST according to ;" Ps, 7, (S1i|T1:), which are
indexed by (¢1,d2) with ¢1 € [1 : 27F04] and ¢ € [1 :
2nfos] Then, randomly assign the tuple (fa, ) into 27F
bins indexed by f3. Here,

Ro = I(Ty; U) + ¢,
Ro1 = I(Ty; U) = I(T1; V) + 2e,

Roe = I(T1;V) — ¢,

Roz = I(S1;U|Ty) + ¢,

Roy = I(S1; U|Ty) — I(S1; VI|Th) + e,
Ros = I(S1; V[T1) — e

Codebook at Bob Cp, . Split the number n as summation of
ni1+ng with ny = ’/L(R()l +R04)/R12. Given PT2 PSQXPYZ|X7
first randomly and independently generate 2"1%10 sequences
Ty, according to [[:2, Pr,(T%;). For each T3, randomly
and independently generate 2"'11 sequences S5t according
to [T:2, Ps, |z, (S2i|T2;). Then, randomly assign a index ¢, €
[1:2m%2] (o the pair (T3, S5), and set a bijective mapping
between 1 and (f1, ¢1). )

Cp,. Randomly and independently generate 272ftwo+nfa
sequences 75, according to []7?, Pr,(T%;), and randomly
assign each sequence into 2711 ping, Then, similar as above,
generate 2"f11 sequences S5 for each T3'. Denote the bin
index of T5'* by )3, the index of T5'* within each bin by
Y4 and index of S3? by 5 respectively, with 13 € [1 :
27t qhy € [1: 272510 and o5 € [1 : 2n2 B,

R10 = I(TQ;Y) — €,
R11 = I(SQ;Y|T2) — €,
R12 = I(SQ,Y) — €,

Encoding: Having observed the sequence U™, Alice looks
into C4, and tries to find a sequence 77" that is jointly typical
according to Pr, . If there are more than one such sequence,
randomly select one of them; if there is no such sequence,
randomly select one sequence 77" from all possible sequences.
Similarly, for all sequences ST that are generated by 77", select
a sequence ST that is jointly typical with (77*,U™). If there
is no such sequence, randomly select one. Alice transmits the
indices (f1, ¢1) as well as the bin index f3 to Bob.

Upon receiving (f, ¢1), Bob looks into Cp,, selecting the

sequence S5 (11). And he looks into the f3-th bin of 752,
randomly and uniformly selecting 75" and S52. Finally, Bob
transmits the sequence S§ = (S5',552) over the channel
Pxs,Py z|x-
Decoding: Upon receiving Y™ = (Y™,Y"2), Carol first
looks into C, and tries to decode 77 and S5* from Y™ by
looking for a pair of sequences that is jointly typical with Y"1
with respect to Pr,s,y. After decoding 75 and S3*, Carol
looks into C4, trying to decode the sequence pair (TI”,S{L)
with the parameters (f1,1), that is jointly typical with V"
according to Pr, s, v. Finally, with the obtained index f3 from
(T{‘,S{‘), Carol decodes (TQ"Z, 5'?2) from Y™ according to
Pr,s,y. Among the above three decoding steps, if there is no
or more than one jointly typical sequence in any step, declare
an error.



Phase II: Key Distillation. Randomly and independently
assign all possible indices (f1, f2, @1, #2) to 2"F1 bins which
are indexed by 6y, and (Y1, 13,94, %5) to 2"12 pins which
are indexed by 6>. And set Ky = 6; and Ky = 0,.

Then, follow a similar analysis process as that in the proof
of Theorem 1, we can verify that with a probability larger than
1 — ¢, Alice and Bob will successfully share secret keys with
Carol with rate 7 and Ro, respectively.

APPENDIX D
PROOF OF THEOREM 4

To prove Theorem 4 1is equivalent to showing that
given any achievable key rate pair (Rp, Rg), there ex-
ists some (Pp,s, Ps,ju,Px) subject to (Ri,Ry) €
Ra(Pry|s, Ps,|us Px)-

First, from (36), we have

N
H(Ky) =Y I(Ey;Vi[Y"™, Vil + 2ne
i=1

N
< ZI(Kl,KQ,Vi_l T Y™ V) A+ 2ne

) + 2ne

- ZI Slza

= NI(Sl; V) + 2ne, (43)
in which Sli = (Kl, KQ, ‘/iil7 Wﬁrl’ Yn), S1 = (SlQ, Q)
And we can easily verify that S; — U — V. Thus, we have

R, < %1(51; V) + 2. (44)

Second, the proof of Ry < %H (U|W) is trivial following
from

H(K,) = H(K,|UN) + I(K; UY)
< I(Ky;UN) — I(Ky; W) + ne
= I(K; UMW) 4+ ne
< I(UN; UN W) 4 ne
= HUNWN) + ne
= NH(U|W) + ne.
Furthermore, to show (27), we first have
IUN; Y™ — (VN Y™ < nl(X;Y) — H(K3) + 2ne,
according to (40). On the other hand, we have

1N ym) —1(vh;ym)
@ & .
Z Z( K17K27U+15V1717Yn;Ui)
—I(Kl,Kg,Uﬁl,vi—l,yn;m) —ne
N
b 1—1 n
: Z |: KviQa 1+17V W—i—l’ 7U2)

(K, Ky, UN, Vit WA ";Vi)} — ne

-

o
Il
s

[1(51505) = 1(51: V2)|

(U3 Vil$1)| = ne

+
'MZ

s
Il
-

HCARATHE

I(51;U;) —

-

o
Il
s

I(S1s; V;)}

+

'MZ

|: ( z+17S117U27‘/Z) ( 7]-\(-175125‘/1):| — ne

1

{I(Su‘; Us) —

(2

—~

(&

>

Il
-

I(Sli;Vi)} — ne

3

N I(S1;U)*

1(S:; V)} — ne. (45)

where (a) is due to (42), (b

WH—I z+1 (U )

Wi, - UN, — (K\,F,U;, V")

Wi, = UNy = (K1, K2, Y™, U, VY

Wh, — (K1, K2, UN L VL Y™) — (U, V)

{ W, — (K1, K, UN, VITLY™) - U,
W, — (K1, K, UN,, VL Y™) = 1

follows from

ol

, (46)

and (c) is true since
N VLW ) - U -V
= (K1,F, U+1avi_1aWij—Vi-l)_>Ui_>‘/i
= (K, Ko, Y"UN . VTLWH ) = U -V,
= UZJXI — (K17K27Vl 17Wi]<vklvyn7Ui) - ‘/Z (47)

Thus, it follows

N[I(S1;U) = I(S;; V)] < nl(X;Y) — H(K32) + 3ne,
which implies
Ry < I(X;Y) - % [1(S1;U) — 1(S1; V)] + 3e.

As the last step, we have that

H(K;)+ H(K>)
= H(K,, K>)
= H(Ky, KoY, WN) + I[(Ky, Ko; Y™, W)
< H(Ky, KoY, W) — H(Ky, Ky |Y™, V)
+I(K1, Ko; Y, WN) — I(K 1, Ko; Z", W) 4 ne
= I(K, Kp; Y™, VN) — I(K 1, Ko; Y™, WY)
+1(K1, Ko; Y™ WYY — I(K1, Ko; Z", W) 4 ne
= [(Kq1, Ko; VV|Y") = I(K1, Kos WY [Y™)
+I(Ky, Ko; Y W) — I(Ky, Ko; Z0 W) 4 ne

N
< Ky, Ko ViVt W vm)
i=1

_I(KI;KQ;Wi‘Vi ! Wz-i—la n)]



+I(K1, Ko; Y™, ZMWN) — I(K1, Ko; ZM|WN) + ne

N

= (K, K, VLWL Y Vv wi v
=1
_I(K1»K27Vi ! Wz+17Yn;Wi|Vi ! Wz+1a n)]

+1(Ky, Ko; Y™ Z", W) + ne

< [I(Su;Vi\Tu) —I(Su;Wi\Tu)]

iM=

+1(K1, Ko, WN; Y™ Z™) + ne
< N[I(S,; V|Th) — I(Su; WITY)] + I(X™ Y™ Z™) + ne
= N[I(S;;V|Th) — I(S1; WI|Ty)] + nI(X;Y|Z) + ne. (48)

Thus, we have

1
Ri+ Ry < B[I(SBV‘Tl) —I(Sy; WIT)]+ I(X;Y|Z) 4 €
and this completes the proof since e is an arbitrary small

number.

APPENDIX E
PROOF OF THEOREM 5

Under conditions X - Y — Zand U — V — W, to show
that |J R(Ps,u,Px) is a single-letter characterization

Ps,v.Px
on C is equivalent to showing that ()  R(Pg, |y, Px) is
Ps,u,Px

both an inner bound and an outer bound on C, simultaneously.
First of all, by setting 7y = To, = () and Sy = X, we
conclude that

R(Ps, v, Px) = R1(Pry|s, Ps,|us Pr,s, Ps,x),

Thus, |J R(Ps, v, Px) is an inner bound according to
Ps, v, Px

Theorem 3.

Now, we show the converse of Theorem 5. First, similar as
(43), we have

1
Ry —1(S1; + 2¢,
5 I(51;V)
in  which £ (S19,Q) and Sy 4
(K1, Ko, U, VZL W W )Y™). In addition, we
also have that S1 — U — V.
Second, it follows that
H(K,)) <I(K;;UN) = I(K1; W) + ne

N .
= Z[ Kl’ Ui I i+1s Wz_l)

<.
—

—I(Ky; Wy l+1,Wi_1)] + ne

Mz

[ (K17U+17 Wi_l; Ul)

o
Il
N

(K17U+1a Wiil;Wi)] + ne

(1 (5145 Ui) — I(S1i; Wi)]

Mz

1

.
Il

N
Z [(Si; Ul Ky, U, W

(31L7W|K1’ N, W )] + ne
N
@ Z (S14;U;) — I(S1; W)
= N
— Z [1(S1i; Uil Wi, K1, UN, WiH)] + e
i=1
N
< Z[ (Sli§ Uz) (S177 )} +ne
i=1
< NI(Sy;U) = I(Sy; W) + ne (49)
in which (a) is due to
S1i = U = W;

= Sy = (U, K, UN, Wi = W,

Furthermore, we have

(VN ym)
[I(Kl, Ky, UN, VimL Y™ 1)
—I(Ky, Ko, U—s—la Vifl,Y";Vi)] — ne

i[ I(S1; U,

72{ Wl ! Wz+17U|K17K2’Uz+17vi71’yn)

— I(Su; sz):|

Wi W+1,V|K1,K2,UZ+1,Vi_l,Y")} ~ne

> Z[ (S5 U,
[(Slu z)

where (a) is due to

— 1($15Vi)| = e, (50)

1(51:; V)] (51)

— N,

U—->V->W
= (W=t wh)—=UN,, ViTH—ON,vN)
= Wt W2+1) (Uz+1vVi71) — (K1, K3, Y", U, Vy)
= (WL W) = (K, Ko, UYL, VLY ™) —(UL V)
N {(WZ ! Wﬁl)%(Kl,Kg,Uﬁl,VFl Y™)—=U;
(Wit WA )= (K, Ko, UN,, VITL Y)Y,

On the other hand, we have

IUN;Y™) = I(VYY™) < nl(X;Y) — H(K) + 2ne,

whose derivation is the same as (40). Thus, we obtain that

1

Ry SI(X;Y)_E[I(Sl;U)_I(SUV)]‘F?’ﬁ

10



At last, we have

N

DV WL Y V) = IV WL YT W)
i—l
—Z Y ViV W) — 1Y Wil W)
=I<Y";VN)— Iy wh)
>0,

since Y — UN — VN — W, Thus, from (48) we have

H(K1) + H(K2)
N

< Z[I(Kl,Kz; ViV Wi Ym)
i—1

—I(Ky, Koy Wi VL WAL Y™ +nl(X;Y|Z) + ne

-

s
Il
-

[[(K1, Ko, VLWL Y™ V)

—I(Ky, Ko, VIZL WAL Y™ W) + nI(X;Y|Z) + ne

N
< (S0 Vi) = I(S15; Wi)] + nI (XY | Z) + e
=1
N
—Z[ (UN,, Wi Vi Ky, Ky, VTl WAL V™)
=1
—I(UN | WL Wi Ky K, VL WY Y™
N
=3 [I(S155Vi) = I(S1i; Wi)] + nI(X; Y| Z) + ne
=1

N
= HUN, WL VW Ky K, VI WAL YT
=1

IN

N
> (155 Vi) = I(S1i; W)l + nI(X;Y|Z) + ne
= }\?[1(51; V|Ty)

— I(S;; W|T)] +nl(X;Y|Z) + ne. (52)

Thus, we have

1
R+ Ry < —[I(S; V|TY) —

B

Hence, it follows that

I(S;, W)+ I(X;Y|Z) + e

U R(Ps,ju, Px) is an outer

Ps v, Px
bound as well. And this completes the proof.
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